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Policy Statement 

This organisation believes that all records required for the protection of residents, and for the 

effective and efficient running of the organisation, should be maintained accurately and be up to 

date; that residents should have access to their records and information about them; and that all 

individual records and organisation records should be kept in a confidential and secure fashion. 
 

The Policy 

This policy is intended to set out the values, principles and methods underpinning this 

organisation’s approach to record keeping, data protection and access to records. 
 

CONTEMPORANEOUS NOTES 

 Investigations into cases of alleged or actual abuse or neglect may in some cases lead to criminal 

and civil proceedings of one kind or another. For example, investigators may be called as 

witnesses for the police in criminal proceedings or on behalf of regulatory bodies in connection 

with criminal and civil proceedings against registered providers. 



 Notes taken in the course of investigations for one purpose may be important in the context of 

giving evidence in legal proceedings. Notes taken at the time of meetings with individuals, 

telephone calls, visits to premises and so on are referred to as ‘contemporaneous’ notes. 

 The value of contemporaneous notes is greatly enhanced evidentially if they are taken in a 

certain way. For them to be admissible in evidence in criminal proceedings they would have to 

conform to Rules of Evidence and statutory Codes of Practice set out in the Police and Criminal 

Evidence Act 1984. 

 Notebooks should be regarded as an official document. The notes recorded in them should be:- 

 Factual: write nothing you would be unhappy to read out in court; 

 Made in ink at the time of an event or as soon after as is reasonable and practical; 

 Dated; 

 Original and not copied from elsewhere. 

 As memory is fallible, such notes may be the only place from where evidence can be recalled 

and substantiated, so the following points should be observed: 

 No erasures; 

 No leaves to be torn out; 

 No blank spaces to be left; 

 No overwriting; 

 No writing between lines; 

 No separate pieces of paper; 

 Amendments to be initialled; 

 Notebooks to be retained. 

 This guidance does not constitute full adherence to the law and statutory Codes of Practice for 

the keeping of contemporaneous notes but will assist if staff are called to give evidence in legal 

proceedings. 
 

Record-keeping 

 With the residents’ consent, records should include: 

 Assistance with medication including time and dosage 

 Financial transactions undertaken on behalf of the resident 

 Details of any changes in the resident’s or carer’s circumstances, health, physical condition 

or care needs 

 Any accident, however minor, to the resident and/or care or support worker 

 Any other untoward incidents 

 Any other information that would assist the next health or social care worker to ensure 

consistency in the provision of care. 

 All records required for the protection of residents and for the effective and efficient running 

of the organisation should be maintained in an up-to-date and accurate fashion by all staff. 

 Residents have access to their records and information about them held by the organisation; 

they are also given opportunities to help maintain their personal records at initial assessment, 

reviews and other occasions. 

 Individual records and organisation records are kept in a secure fashion; are up to date and in 

good order; and are constructed, maintained and used in accordance with the Data Protection 

and other statutory requirements. 

 Ensure that all files or written information of a confidential nature are stored in a secure manner 

in a locked filing cabinet and are only accessed by staff who have a need and a right to access 

them 

 Ensure that all files or written information of a confidential nature are not left in a place where 

they can be read by unauthorised staff or others 

 Check regularly on the accuracy of data being entered into computers 

 Always use the passwords provided to access the computer system and not abuse them by 

passing them on to people who should not have them 

 Use computer screen blanking to ensure that personal data is not left on screen when not in use. 

 All essential records and data relating to residents 

 All essential records and personnel data 

 Interview/recruitment records (records of interviews of applicants for posts who are 



subsequently employed for three years, and six months for applicants for posts who are not 

subsequently employed) 

 All paperwork and computer records relating to complaints 

 All paperwork and computer records relating to accounts and financial transactions. 
 

Access to Records  

The organisation believes that access to information, and security and privacy of data, is an absolute 

right of every resident; furthermore, it believes that residents are entitled to see a copy of all 

personal information held about them, and to correct any error or omission therein. Any data should 

be clearly labelled and include the post holders who have the right to access the information. 
 

Storage and Disposal of Records 

Wherever they are relevant to the service, the following records are kept and for the periods of time 

stated:   
 

RECORD SPECIFICATION 

PERIOD OF TIME FOR  

KEEPING THE RECORD 

(following date of last entry) 

Risk assessments; retain the last risk assessment  until a new one replaces it 

Purchasing excluding medical devices and medical equipment  18 months 

General operating policies and procedures: retain the current 

version and previous version  
three years 

Any incidents, events or occurrences that require notification 

to the Care Quality Commission 
three years 

Use of restraint or the deprivation of liberty three years 

Detention three years 

Maintenance of the premises three years 

Maintenance of equipment three years 

Electrical testing three years 

Fire safety three years 

Water safety three years 

Medical gas safety, storage and transport three years 

Money or valuables deposited for safe keeping three years 

Staff employment three years 

Duty rosters 
four years after the year to 

which they relate 

Purchasing of medical devices and medical equipment 11 years 

Final annual accounts 30 years 

Social care records for adults (i.e. care plans), are kept and 

disposed of in accordance with the Data Protection 
three years 

 

Archiving records and documents. 

Archived paper records are kept securely in locked metal cabinets. Electronic documents are 

archived, and information is backed up.  
 

Destruction of Confidential Records 

It is the responsibility of all staff to ensure information they are handling is destroyed effectively, 

securely and in accordance with this policy and procedure. All manual records that have reached 

their destruction date should be destroyed using one of the following methods:  

 Internal Shredding: Cross Cut Shredder: Paper records are destroyed using a shredding 

device designed to cross cut material to ensure shredding cannot be reconstructed. Staff 

shredding their own records are responsible for ensuring records are destroyed adequately and 

in such a way that protects the security of the information contained within them. 



 Use of External Confidential Waste Disposal Company: The confidential waste disposal 

company will supply waste disposal containers or bags which are stored until the required 

amount of waste meets the criteria agreed by the waste disposal company.  

 IT Equipment / Electronic Media: All queries with regard to the destruction of IT equipment 

and electronic media must be referred to the IT Department or the organisations IT Consultants  
 

 

 

Introduction 

The procedure outlined below adheres fully to the principles within Data Protection legislation, where 

contracted with the NHS, the Records Management Code of practice for Health and Social Care 

published by the Information Governance Alliance, the confidential memorandum in place for local 

authority information purposes and the Information Governance Toolkit. All data held, stored or 

handled by this organisation complies with current legislation and guidance.  

‘Confidential’ means private, personal, and intended to be kept secret. ‘Private’ means that belonging 

to or for the use of one particular person or group of people. It is important to make the above 

distinctions in order to fully understand our obligations in respect of confidentiality. 
 

Procedure 

• The work of this organisation inevitably involves the need to know in depth information about our 

services users; without access to this information we cannot provide good care  

• Much of this information is highly personal and sensitive. We recognise that our individuals have 

a right to privacy and dignity and, furthermore, that this extends to our handling information about 

them in ways that intrude as minimally as possible on those rights 

• We want our individuals to feel at ease with the staff who help to care for them. An important 

element in that relationship is the capacity for an individual to be able to share information with 

staff, confident that it will be used with appropriate respect and only in relation to the care provided 

• As providing care is a complex process, it is not possible to guarantee to an individual that 

information they give about themselves will be handled only by the staff to whom it was first 

passed; however, we can ensure that information is seen only by staff on the basis of their need to 

know 

• We sometimes have to share information with colleagues in other agencies, but we only do so on 

the basis of their need to know and, as far as possible, only with the permission of the person 

concerned 

• We will only break the rule of confidentiality in very extreme circumstances that justify taking 

such action for the greater good of an individual or, exceptionally, others 
 

1. Our Legal Obligations 

The various data protection legislation places various legal obligations on this organisation and 

similar organisations concerning the handling of the information we hold on individuals. 

Information must, for example, be obtained fairly and lawfully; be held for specified purposes; be 

adequate, relevant and not excessive for the purpose for which it was gathered; be accurate and up 

to date; and be held for no longer than is necessary. We observe all of these requirements. 
 

N.B.  Guidance on confidentiality and how it can be maintained in respect of individual 

information is now assisted by a wealth of information. Refer to the following: 

• Records Management Code of Practice for Health and Social Care 2016 published by 

the Information Governance Alliance  

• Department of Health 2003 Confidentiality NHS Code of Practice 

• National Institute for Health and Clinical Excellence (NICE) 

• Information Commissioner Codes of Practice 

• Local authority confidentiality agreements (These are usually found within the local 

authority contract or service specification documents issued to you as a provider of services. 
These will often have a set of procedures that are in addition to any other guidance.) 
 



2. Information and Care Needs Assessment 

Every user of the services of this organisation must have their care needs thoroughly assessed 

before services are provided. This necessarily entails the staff who carry out an assessment, or who 

handle assessment material sent to us from other agencies, learning a considerable amount about 

an individual. It is the duty of such staff to retain, record and pass to the allocated care workers 

only the information that is relevant to the person’s future care; a similar obligation applies to staff 

involved in a review or reassessment of care needs or in making any changes in the service 

provided. 
 

3. Handling of Information 

The staff assisting an individual have access both to the information passed to them when they 

start to work with that individual and also to knowledge that accumulates in the course of providing 

care. They have a duty of confidentiality to do the following: 

• Treat all personal information with respect and in the best interests of the individual to whom 

it relates 

• Share with their manager, when appropriate, information given to them in confidence 

• Share confidential information, when appropriate, with colleagues with whom they are 

sharing the task of providing care 

• Pass and receive confidential information to and from colleagues on occasions when they have 

to be replaced due to sickness, holidays or other reasons, in a responsible and respectful 

manner 

• Pass confidential information to other social and healthcare agencies only with the agreement 

of the individual, the permission of their manager, or in emergencies (when it is clear that it 

is in the interests of the individual or is urgently required for the protection of the individual 

or another person) 

• Refer to confidential information in training or group supervision sessions with respect and 

caution and preferably in ways that conceal the identity of the individual to whom it relates 

• Never gossip about an individual or to pass information to any other individual other than for 

professional reasons 
 

4. Managerial and Administrative Responsibilities 

Confidential information must occasionally be seen by staff other than those providing direct care; 

therefore, it is the responsibility of managers to ensure that information is stored and handled in 

ways that limit access only to those who have a need to know, and in particular that the following 

arrangements exist: 

• Lockable filing cabinets to hold individuals’ records and ensure that records are kept secure 

at all times 

• Information held on computers to be accessed only by appropriate personnel and is password 

protected 

• Office machinery positioned, with appropriate shielding if necessary, so that screens 

displaying personal data are hidden from general view or privacy screens are used on the 

computer screen.  

• Personal and confidential Emails are encrypted  
 

5. Exceptional Breaches of Confidentiality 

There are rare occasions in which it is necessary for a staff member acting in good faith to breach 

confidentiality in an emergency—e.g. to protect the individual or another person from grave 

danger—without obtaining the permission of the person to whom it applies. In such circumstances, 

the staff member should use their best judgement; should consult the individual’s representative 

(a manager or a colleague, if possible); and should inform their manager of what has happened as 

soon afterwards as possible. 
 

The same rules of confidentiality apply to nursing or care records as apply to all personal 

information concerning individuals. The care plan and other components of the individuals’ record 

are the responsibility of the organisation in respect of the storage, safe custody and destruction of 

the records. These records may be disclosed by court order to legal, medical or other professional 

advisors to the individual, either prior to or during legal action. This organisation is registered with 



the Information Commissioner’s Office (ICO) and complies with Data Protection legislation. 
 

6. The Caldicott Principles - Revised September 2013 

Principle 1 Justify the purpose(s) for using confidential information: Every proposed use 

or transfer of personal confidential data within or from an organisation should be 

clearly defined, scrutinised and documented, with continuing uses regularly 

reviewed, by an appropriate guardian. 

Principle 2.  Do not use personal confidential data unless it is absolutely necessary: Personal 

confidential data items should not be included unless it is essential for the specified 

purpose(s) of that flow. The need for patients to be identified should be considered 

at each stage of satisfying the purpose(s). 

Principle 3.  Use the minimum necessary personal confidential data: Where use of personal 

confidential data is considered to be essential, the inclusion of each individual item 

of data should be considered and justified so that the minimum amount of personal 

confidential data is transferred or accessible as is necessary for a given function to 

be carried out. 

Principle 4.  Access to personal confidential data should be on a strict need-to-know basis: 

Only those individuals who need access to personal confidential data should have 

access to it, and they should only have access to the data items that they need to see. 

This may mean introducing access controls or splitting data flows where one data 

flow is used for several purposes. 

Principle 5.  Everyone with access to personal confidential data should be aware of their 

responsibilities: Action should be taken to ensure that those handling personal 

confidential data - both clinical and non-clinical staff - are made fully aware of their 

responsibilities and obligations to respect patient confidentiality. 

Principle 6.  Comply with the law: Every use of personal confidential data must be lawful. 

Someone in each organisation handling personal confidential data should be 

responsible for ensuring that the organisation complies with legal requirements. 

Principle 7.   The duty to share information can be as important as the duty to protect 

patient confidentiality: Health and social care professionals should have the 

confidence to share information in the best interests of their patients within the 

framework set out by these principles. They should be supported by the policies of 

their employers, regulators and professional bodies. 
 

Training Statement 

All staff, during induction are made aware of the organisations policies and procedures, all of which 

are used for training updates. All policies and procedures are reviewed and amended where 

necessary and staff are made aware of any changes via e-mail and on our website at 

www.bendigonursinghome.co.uk/resources. Direct observations and spot checks are undertaken to 

check skills and competencies. Various methods of training are used including one to one, on-line, 

staff meetings, individual supervisions and external courses are sourced as required. 
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Related Guidance 

• Data Protection Legislation, https://ico.org.uk/for-organisations/guide-to-the-general-data-

protection-regulation-gdpr/  

• Freedom of Information Act 2000. https://ico.org.uk/for-organisations/guide-to-freedom-of-

information/what-is-the-foi-act/  

• A guide to confidentiality in Health and Social care https://digital.nhs.uk/data-and-

information/looking-after-information/data-security-and-information-governance/codes-of-

practice-for-handling-information-in-health-and-care/a-guide-to-confidentiality-in-health-and-

social-care  

• Royal College of Nursing Confidentiality https://www.rcn.org.uk/get-help/rcn-

advice/confidentiality 

• Records Management Code of Practice for Health and Social Care 2016 

https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-

information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-

management-code-of-practice-for-health-and-social-care-2016  

• A data protection code of practice for surveillance cameras and personal information 

https://ico.org.uk/media/1542/cctv-code-of-practice.pdf 

• Codes of Practice for handling information in health and care https://digital.nhs.uk/data-and-

information/looking-after-information/data-security-and-information-governance/codes-of-

practice-for-handling-information-in-health-and-care 

• Confidentiality – Nursing and Midwifery Council (NMC): http://www.nmc-uk.org/Nurses-and-

midwives/Advice-by-topic/A/Advice/Confidentiality/  
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